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Digital Experience it

N

Application perfomance v Integration control v Service performance
Worldmap (Apdex) Y - Center Y v Service health ¥ Channel utilization v Serv.. Y ¥ Serv.. Y V
www.vmware.easytravel.com | most active application ““. ““
90.77007 ..‘ .‘.‘ 98.72« %
SLO status SLO status SLO status
Bl Warning ‘ ‘ ‘ ‘ M Good Bad
2000000 ‘ ‘ ‘
90000000
NW Y v 0006600660600 ‘ ‘ ‘ ‘ Service Performance B...
9000000000000 00 ‘ ‘ “
0‘0‘0‘0‘0‘0‘ .0.0.0.0.0.0.0.0.0.0 ‘ ‘ ‘ ‘ ‘ ‘
0000000000000 00000 b
% 0000000000000 000 %
SLO status .....‘.....‘.‘.‘.‘.‘.‘.‘.‘.‘.‘.‘. SLO status Error budget
0.0.0.0‘0...0‘0.0.0.0.0.0.0.0.0.0.0 80 ® 6 ‘ 14
0000000000000 000
Bad 0.0.0.0.0.0.0.0.0.0.0.0.‘.0.0 M Good M Warning B
0000000000000
e000000O
[ L)) 0.0 [ ] ]
Sibir Y v Ural Y > FE Y v E10 Y v T7 Y - Service Performan
96.8x  36.2x 95 96.90215+ % 100 « 99.998« 100« | 100.
SLO status Error budget Target SLO status SLO status SLO status SLO status SLO status Error budge!
M Good M Warning Bad M No Data Bl Warning Bad / 267 M Good M Good H Good M Warning B
Logistics Y v ESED Y v BR-IT Y v SK-ZI12 Y v Service Performance
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SLO status Error budget Target SLO status Error budget Target SLO status Error budget Target SLO status Error budget Target SLO status Error budget
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FHD - fulfillment SLA v
Current values v 24h v 7days v 30 days v Open Security Problems by
_— » . . _— . . . 23.1k [MEDIUMI
Availability Y Availability Y PATETIE 1114 Y Availability Y 15.4k [HiGH
6.9k Low
100« | 100« | 99.9 x «99.9, x «99.9. x «99.9. 2 n e
SLO status Error budget Target SLO status | Error budget Target SLO status Error budget Target SLO status Error budget Target
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SLA and business KPI monitoring Infrastructure monitoring User experiences monitoring Release and product launch monitoring




DESK uses artificial intelligence
to make the (system monitorable DATA

Artificial intelligence interprets data flows from
various sources: business indicators, metrics,
log files, traces, and user experience

o End-to-End Monitoring Business Intelligence
0
Troubleshooting and Analysis of IT efficiency and its
o identification of abnormalities, impact on business, user
reduction of system downtime behavior, and marketing
5
?/ TeSting new application Opex reduction

functionality
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" Digital Experience System . “

IT_DESK Business_DESK Marketing_ DESK Security DESK
/Business Impac\ Real user monitoring. Runtime Vulnerability
See real-time business 100% observability to Analytics
impact to prioritize actual real user
what matters most. experiences Application
Protection

Release Validation

Ensure software Analysis of business Log audit and
releases meet expected transactions, forensics
business goals marketing

campaigns, and user
behavior.

o o e o e e S S D S e R S B B e B B e B B e G S e B S SEe B S S B S e EEe B e G S e G S S G S G G S G B S S B e S e s s



B g |

Database

Root Cause
Monitoring

|dentification

. I

Network Visualization

Server
Monitoring Monitoring Monitoring

App Topology
Visualization

DESK
Capabilities Map

Microservice and
Container
Monitoring

vy & @
@)

Synthetic

Monitoring

Business Cloud Log
Monitoring Analysis

Metrics
\

Fm  F O :
m
\

\

(J
N\

User Behavior Application
Performance

Mobile App
Analysis
Management

Real User
\lelglite]qIgle

Monitoring

\~~
-_—




What ( IT goals will you achieve with DESK?

1 2 3 4
O O O O
Improved performance. IT system inventory. You Improved team System security.
Instant troubleshooting can see how big is the ” building. The A dedicated module
all the way down to the safety margin” of your relationship between detects and reports
code level helps fast leased server side and your IT and business program code
system recovery - 15 know for sure how the units will be based vulnerabilities and
minutes instead of infrastructure is on metrics and application attacks.
several days. affecting the indicators rather

performance of your than finger pointing.

application.



DESK is easy to implement

The Agent supports all advanced technologies.
Once installed, it will automatically recognize all

your applications. And there is also an SDK for
interpreted languages.

OPENSHIFT




Problem analysis: determined Al and machine
learning algorithms

The Unified Agent analyses the entire application stack

The traces and the entire transaction path are analyzed end-to-
end with code-level drilldown

The interrelationships are analyzed across all topology levels: from the
user actions and browser metrics to the code and infrastructure

All abnormalities are identified, and their severity
and route cause are pinpointed

>> >> > >2

Our technology ensures early detection
of problems and identification of their root cause



IT system inventory

O Applications

&

© Services

l
//

¢ Processes

&

& Data centres

&

®

Automated analysis and displaying of your system’s digital
elements, their interrelationships, and performance indicators




End-to- End Query TI‘aCi ng DESK will automatically display each query as a

logical sequence of calls with code-level drilldown

Complete Query Tree Code Level
Distributed traces 190e6fe78b5daee58c3e29d39eb4f2da
=— '/orange-booking-payment.jsf' Trace

Find in remote environments
Start time: 2023 March 12 19:58:35

B

1.59s Response time Execution breakdown Reguest attributes
1.59S Processing time 66 % Other

34 % CPU |
0.15 % Network I/O

EasyTravel - journeyld: -

Search name, URL, SQL, attribute...

/ forange-booking-payment.jsf
v EasylravelWebserver:8079

.~ forange-booking-payment.jsf /
VX

/orange-booking-payment.jsf ) [ |

Summary Timing Threads Code level Logs

O, Search name, url, sql, attribute,...

easylravel Customer Frontend

4z checkCreditCard
Y &< BookingService

@ validateCreditCard
v - -
B (reditCardValidation
v 16 stack frames expand
SELECT ... FROM blocked_credit_cards WHERE pan="*****' ORDER BY entr

easylravelBusiness

v S.eréltfllet—ln JRE | javax faces.webapp.FacesServlet feams | 17
v 19 stack frames expand
send
~ M Built-In Apache | org.apache.axis2. description.OutinAxisOperationClient S s el R R —
v 6 stack frames expand
executeMethod +9.65 ms 3.91ms 1.58 s I

vV -
B Built-In Apache | org.apache.commons.httpclient HttpClient

v : Synchronous invocation



Real-Time Tracing of User Actions

User action analysis

for performLogin

Selected execution: Today, 13:19:39

0.85s

Duration

Battery level

Free memory
Connection type
Screen orientation
Network technology

Carrier

v performLogin
animatelogin

v Network Requests

/login

0 Request error o Reported value

Frustrated Apple Al662
Apdex ‘ Device
49 % CPU
471 % / 37 MiB IP address
Mobile ISP
Landscape Screen resolution
4G User language
T-Mobile Rooted / jailbroken

I0S

10S .41
Operating system

armv8-A

13614276 .4

University of Pittsburgh
640 x 1136

en_US

no

Q@

v

Pittsburgh, Pennsylva...

Geo location

V)

a1 ms |

687 ms

376 ms

98 mS

<1ms




Device and Query Status Details

Device status during transaction execution

User action analysis

for performLogin

Selected execution: Today, 13:19:39

0.85s

Duration

Battery level

Free memory
Connection type
Screen orientation
Network technology

Carrier

v performLogin
animatelogin

v Network Requests

/login

0 Request error o Reported value

851 ms

687 ms

376 ms

98 ms

<1Tms

Frustrated
Apdex

49 %

471 % / 37 MiB
Mobile
Landscape

4G

T-Mobile

Apple A1662

Device

CPU

IP address

ISP

Screen reso/ition
User language

Rootgf / jailbroken

I0S

Backend queries and errors

10S .41
Operating system

armv8-A

136.142.76.4

University of Pittsburgh
640 x 1136

en_US

no

v

Pittsburgh, Pennsylva...

Geo location




Log File Events Monitoring

Data Source Logging Level Identified Events
Logs
Q,| Search attributes.. 4 98.9mil results found
@ |Statistics are estimated on 1/256 of your dita amil
> Favorites
|II\ 2mil
M Main 0
22:00 24. Oct 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00
Vv loglevel
- 1]} inf W 1]}
— co.cmil none info vam error
info 30.6mil ’ Format table H Actions I
debug 7.53mil
) timestamp * status content
error 1.13mil
" ’ 2022-10-24 20:43:37 INFO 2022-10-24 10:46:00 WebLaunche DEBUG [Simulator] OpenKit ET Mobile Scenario: v unt: 203854
notice 4
2022-10-24 20:48:35 INFO 2022-10-24 10:45:58 WebLaunche DEBUG [Simulator] Headless Customer Scenario: visitcount: 39395
warn 60.2k 2022-10-24 10:45:58 WebLaunche INFO [HeadlessVisitRunnable] [187.155.37.233] All objects currently active - visit will be ignored [Pool exhausted] java.ut
2022-10-24 20:48:35 INFO 11.NoSuchElementException: Pool exhausted at org.apache.commons.pool.impl.GenericObjectPool.borrowObject(GenericObjectPool.java:1110) at com.dynatrace.dia
severe 819k gnostics.uemload.headless.DriverEntryPool.getDriverEntry(DriverEntryPool.java:75) at com.dynatrace.diagnostics.uemload.headless.HeadlessVisitRunnable. run..
| 2022-10-24 10:45:58 WebLaunche ERROR [HeadlessVisitRunnable] DriverEntry shutDown. [com.dynatrace.diagnostics.uemload.headless.DriverEntry@21bc02db useCn
R 2022-10-24 20:438:35 ERROR t: [10] drv: [ChromeDriver: chrome on WINDOWS (6748b533ea63681c88446ca%e381b343) http://localhost:25944] proxy: [org.littleshoot.proxy.impl.DefaultHttpPro
/var/log/pods/hipster-feds_c..  11.5mil xyServer@l28ael86 /127.0.0.1:60826] chrome_driver: [http://localhost:25944] debug port: [60830] 1p: [155.231.68.217] healthy: [true]]
2022-10-24 10:45:58 WebLaunche INFO [DriverEntryFactory] Driver being destroyed: com.dynatrace.diagnostics.uemload.headless.DriverEntry@21bc02db useCnt:
/var/vcap/store/mysqgl_audit... 10.8mil 2022-10-24 20:48:35 INFO (10]) drv: [ChromeDriver: chrome on WINDOWS (6748b5332a63681c884456ca9e981b343) http://localhost:25944) proxy: [org.littleshoot.proxy.impl.DefaultHttpProxys
‘ _ _ erver@l28aels6 /127.0.0.1:60826] chrome_driver: [http://localhost:25944] debug port: [603830] 1ip: [155.231.68.217] healthy: [true]
/var/log/pods/hipster-feds f...  10.5mil 2022-10-24 10:45:58 WebLaunche DEBUG [DriverEntryFactory] validateObject: com.dynatrace.diagnostics.uemload.headless.DriverEntry@21bc02db useCnt: [10] dr
fvar/log/syslo 2 81mil 2022-10-24 20:438:35 INFO v: [ChromeDriver: chrome on WINDOWS (6748b53a3e2a63681c88446ca%e981b343) http://localhost:25944] proxy: [org.littleshoot.proxy.impl.DefaultHttpProxyServer@l
Y5108 ’ 28ae186 /127.0.0.1:60826] chrome_driver: [http://localhost:25944] debug port: [60830] 1p: [155.231.68.217] healthy: [true]
/var/log/kube-apiserver/audi... 813mil 2022-10-24 20:43:35 INFO 2022-10-24 10:45:58 WebLaunche DEBUG [HeadlessVisitRunnable] finished closing visit 155.231.68.217 ChromeDriver: chrome on WINDOWS (6748b53aeab3681c88446¢
T ' a39e981b343)
/var/log/pods/hipster-fedsc...  7.57mil 2022-10-24 20:43:28  NONE Received connection from 172.31.15.236
/var/log/pods/unguard_ungu... 3.43mil 2022-10-24 20:43:28 NONE Handled data, returning: Valid - Credit Card number was verified successfully.
Jvar/log/pods/hipster-feds_c..  2.38mil 2022-10-24 20:438:28 NONE Handled data, returning: Valid - Credit Card number was verified successfully.
Found tag: FW4;-462096422;1;-1336768186,;103890;0;-1607636704;280;756¢;2h05;3hb24b1fag%;4h0e238c;5h01;6h411e498e91d48e4673522077de2cda27; 7hb5ab0cfdf84e8736,
. . ) 2022-10-24 20:438:28 NONE A
/var/log/pods/online-boutiqu...  1.9mil GLE=0.
i . 2022-10-24 20:43:23 NONE waiting for a connection
/var/log/pods/hipster-feds_s... 1.52mil .
2022-10-24 20:48:28  NONE =~ === ---eeeee-eoeoaon-



Analysis of IT Problems Impact on Business

Affected Components Business Metrics

Business Impact Root Causes

MNpobnems:

P [erpanauua BpeMmeHu OTKNUKa

Mpobnena P-220433529 o0HapyxeMa 8 12:17 = 12:26 (Obin OTKDRIT S MUNYT
Y YT,

u 3aTPOHYTLIE NPUNOK. . n 3aTpOHYTbIE CEPBUCHI n 3arponyran und

AHann3 BNUAHUA Ha BusHec

AHANW3 BCEX 3aTPOHYTHIX CEPENCHBIX BLIZOBOE M PEaNbHLIX NONB30BaTENeN, 3aTPOHYTHIX npobne
BO3AencCTENE

pacr...

MOW, NOKA3LIBAST CRegynuee norte

MajeHoe

OcHoBHas NnPpU4YnHa '

OCHOBLIEARCH HA KOPPENSUMKM EPEMEHN ¥ 3HANK3E BCEX TPAH3IAKUMM, B KOTOPBIX NCNOMNB3YIOTCA 3TH KOMNOHEHTH!, Y 3TOW NpobneMsl eCcTh CNeayow as

OCHOEH3R NPUYMH3

:‘g 2.02k P\ 71.2mil ProcessingFacade
& Nonvlosarenei @ 3aTponyThie ‘ PEAC
OTCNEXMBANOCH CEPENCHBIE Bbi30EDI

3ATPOMYTHIC NPUNOKEHUA

®

3ATPOHYTHIE MOOHNBHBIE NPUNOXEHUA

m— (100 % 3aTPOHYTHIM) 33TPOMYTHIS NONL3I0BaTENM
SwipeToRefresn (100 % 3aTpomyTEiN)
Touch on ConstraintLayout (SS % 3aTpomyThil)

3aTPOHYTHIE CEPBNCH! TONKM BX0AA

G 31 1.2Mmi

Dynamic web requests (100 9 3aTPOMYTRIN) 3aTPOHYTHIE CEDBUCHEIE BbI208E
Resource requests (100 % 3aTPOHYTHIN)

OOHapy¥eHLl aHoMannu MeTPUKK

MO TIVMTE HIASITETA, LO0T00eIE K328 a0 ERODMANHOC W o0 e NOSCOE

Bpems oreera cepsepa

- 60] MC

DN
-

$ [lyTe BU3yanbHOro pas

EROMITE, STOOUR! YaaTh 38

PeLUEHNA

Bt 3TO ELPACHAM

/\ A33Te G
| 3aTPOHYTbLIN CepBUC : .
23.6+ KONUNECTBO 3aNpocCos 8 MUNYTY




Analysis of IT Problems Impact on Business

Affected Components Business Impact Business Metrics Root Causes
Problems
5 services: Response time degradation Share feedback

> Problem P-230236 detected at Feb 13 06:32 - Feb 1306:46 (was open for 14 minutes).

Affected servifes

5

Affected applications

n Affected infrastructure i Affected SLOs

Root cause ‘

Business impact analysis

Davis observed the following number of service calls and affected real users during the probjém gimeframe. Based on our dependency analysis all incidents have the same root cause
& easyTravel Customer Frontend
:.; S‘I / 57 A 759"( Web request service
M affected users ‘

affected service calls I

Response time degradation event

Affected mobile apps
Service method /CalculateRecommendations slow down

Easy Travel Mobile 5T /57
Dologin (90 % affected) affected users Events on:
searchJourney (88 % affected) See user sessions sample Service easyTravel Customer Frontend

Affected entry point services

Analyze code level, database calls, and outgoing _
[ I I I [@ requests. Analyze response time degradation

¢ EasyTravelWebserver:8079 606k
/special-offers.jsp (100 % affected) affected service calls
/orange.jsf (98 % affected) See service flow I
/logout.jsf (100 % affected) Metric anomalies detected
Review the metrics which show abnormal or outlying behavior.
¢~ EasyTravelWebserver:9079 15.3k
/easytravel/rest/login (100 % affected) affected service calls Show 2 more
Images (100 % affected) See service flow

feasvtravel/rest/bookings (100 % affected) N



The Monitoring Agent automatically detects all

SeCU I'i ty M On i tOI‘i ng vulnerabilities at the level of the code and used libraries,

and evaluates the severity of each event

Description of Vulnerability Vulnerable Objects

Public interhet exposure
Public network

‘:. Exploit
Exploit published

g Process groups
4 affected

10.0

Critical
risk

Reachablé data assets
Within range

¢ Vulnerable component
— log4j-core

&
®)

Not in use

@ Vulnerability details (insignts by §f snyk ) A Process group overview © A

Description ‘ Technology Process groups

. . : : : i : Process groups in total 10

org.apache.logging.log4jlog4j-core [4 is a logging library for Java. ¢ S EreEp
=’ Vulnerable process groups
Affected versions of this package are vulnerable to Remote Code Execution (RCE). Apache Log4j2 JNDI !
) _ ) ) ava Resolved process groups
features used in configuration, log messages, and parameters do not protect against attacker controlled
LDAP and other JNDI related endpoints. An attacker who can control log messages or log message Muted process groups
parameters can execute arbitrary code loaded from LDAP servers when message lookup substitution is
enabled.
[ Vulnerable | Resolved [ Muted

From log4j 215.0, JNDI LDAP endpoints are restricted to localhost by default. Processes
For more information visit SNYK (2 Processes total L
CVE CVE-2021-44228 (% Vulnerable processes <
OWASP 2021:A3 [4, 2021:A6 (4 Affected processes 1(25% )
CWE CWE-94 [~ Affected and exposed processes 3 (75%)

Vulnerable functions

: : : oo : - 28 3 : Affected Exposed Not affected
The following function has been identified to contain the vulnerability within the library. - W B -

PG: Process group Most affected process groups



600+ technologies supported

6 ul
: NE| ==
: Active Directory

Complete List

https://ruscomtech.ru/industries/#technologies


https://ruscomtech.ru/industries/#technologies

Core Component

Licensing based on host RAM

1 Host Unit
=16 GB of RAM

Synthetic Monitoring:
HTTP Monitor —
based on number of checks

Browser Click Path — based on

number of actions

User Experience
Monitoring

User queries monitoring; user
behavior analysis; analysis of
system performance impact on
business, including synthetic
monitoring

Licensing based on the number
of unique user visits per year

Additional Components

Log Data
Analysis

Ability to view log files
and identify patterns for
errors and events

Licensing based on the volume
of processed logs per day

Data Collection and
Analysis

Ability to use the Astrom Key
server to receive unique
timeseries metrics from
external devices via APl’s

Licensing based on the number
of sets of 500 unique metrics
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